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SICK

Sensor Intelligence.

Agenda

1. Where we came from (Cola A/B Imdscandata)
2. Compact (MSGPACK)

3. LiDAR

4. Wireshark plug-in

Compact & MSGPACK, Schwender, Kunkler, Waldkirch < 2 >



Why new formates? SICK

Sensor Intelligence.

« Amount of data increase - efficient data transmission

« New requirements for cyber security which may not be longer supported by
ColLa

Compact & MSGPACK, Schwender, Kunkler, Waldkirch < 3 >



Ove rVieW Page is valid for: 5 i SICK

- .
Sensor Intelligence.

Choice of different data formats & drivers picosean multEan oo
TCP/IP =  Well known » quite a lot of bandwidth
T —— » always complete scan - Includes seconde sensor data suchas " NOt cyber secure
= ColaA/B outpute state
= Same channel like config.
» available for UDP outputs segments (e.g. 30° is one = very efficient » Datais not "self-
segment) (LRS4000 TCP/IP complete scan) = much smaller band with needed describing"
= similar to other 3D LiDAR Data format approaches - "memcpy" will do the job = more "difficult”" to parse
(chzgpflg(rjr;at) = contains information like devige |dentification / Serial — super efficient and resource-saving g:feeg(iztﬁ)g?wbt‘iaralg (r)r:]ore
Number, time stamp and device status = 3 bit like CoLa B customer side)
= Requires
» ~5 MBIt for picoScan (3 echoes)
= ~35 Mbit for multiScan (3 echoes)
» available for UDP and TCP/IP(LRS4000) » easy to integrate with existing » quite a lot of bandwidth
= outputs segments (e.g. 30° is one segment) “libraries”
= contains information like device Identification / Serial ~ © Easytoparse C SIS e

computing power,

MSGPCK Number, time stamp and device status = ROS drivers also uses this protocol ) ,
especially for parsing

Ealieay requires about » Each field has a kind of "speaking

» ~10 MBit for picoScan (3 echoes) name" or numbering

= ~70 Mbit for multiScan (3 echoes)

LUITIPALL X IVIDWTF AL, DUHIWETIUET, NULIKIEL, VVAIURNITLL ~ o -

Online Training ,,Measurementdata protocols”, Schwender, Kunkler, Waldkirch



Who supports what?

Distance Data

Compact

Distance Data

MSGPACK

IMU Data
Compact

IMU Data
MSGPACK

TCP
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Dataformat SICK

Sensor Intelligence.

LMDscandata MSGPACK/Compact
Transmit complete scan/frame Consist of several segment
Transmit single segements
o (LRS4xxx complete scan) PS
oo oo
T
26105101 [ovs 01100100, |$"®

@ Transmission of complete scan causes a high latence at the beginning of a scan. MSG/Compact transmit each segment.

Compact & MSGPACK, Schwender, Kunkler, Waldkirch Page is valid for: ‘ . § < 8 >
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Dataformat SICK

Sensor Intelligence.

multiScan LRS4000 picoScan
60° segments > 30 Hz 30° segements < 25 Hz

. 360° 60°

30°
4
: ‘ 2
1 |
1

mulitScan segment size is always 30°. picoScan segement size depens on spinning frequence. Not every segement is
complete filled with data .

Compact & MSGPACK, Schwender, Kunkler, Waldkirch Pageisvalidforil . ! < 9 >
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Angle and orientation SICK

Sensor Intelligence.

0° 0°

N

Phi

Theta start: -137° Theta

Theta stop: 137°

e

Compact & MSGPACK, Schwender, Kunkler, Waldkirch Page is valid for: ‘ G < 10 >
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Work with Compact SICK

Sensor Intelligence.
MeasurementData picoScan 1/2

Scan Segment Measurement Data Beam
. . distance_0
« picoScan has only a single
= echoO
Module on 0° rssi_0
Beam
Header Bepare + 0
B Beam B
MetaData Oseare + 1 distance_N
Module 0 = — echoN
MeasurmentData rssi_N
Beam B
CRC Ostop properties
2 - beam
! - Theta | 6 information
§

-y

—

Compact & MSGPACK, Schwender, Kunkler, Waldkirch Page is valid for: ‘ < 12 >
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multiScan136 Top view ?!q.g
Multi layer LiDAR

Two hardware
measurment moduls

Front view

AbAAshAsiang

High resolution layer
*YPEYITYYrYeEY Y Y & y

High resolution layer

Example multiScan136

Compact & MSGPACK, Schwender, Kunkler, Waldkirch Page is valid for: . < 14 >
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multiScan moduls SICK

Sensor Intelligence.

/Data package \

AbAAsAAbAiAg Header
*YPEYTEYYTYTEYTYTY
000000000000000000
hardware measurement unitO Modul O
normal resolution layer @
000000000000000000
000000000000000000
Modul 1
: 000000000000000000 normal resolution layer @
000000000000000000
Modul 0
W e
'< 000000000000000000 Modul 1
High resolution layer @
000000000000000000
000000000000000000
\ 000000000000000000 CRC
\ / © b

Compact & MSGPACK, Schwender, Kunkler, Waldkirch Page is valid for: .

multiScan




Work with Compact SICK

Sensor Intelligence.
MeasurementData multiScan 1/3

Scan Segment Measurement Data Beam
Header e-zlt)ar}r%o
5 distance_0
MetaData start * 0 -
Module 0 - ®+1 echo 0
Normal resolution MeasurmentData rssi_0
Module 1 MetaData Bsiarc + O
Normal resolution = P+6
MeasurmentData Ostart + 1 )
®+0 distance_N
Module 0 MetaData Bseare + 1 — echo N
High resolution = ®+1 rssi_N
MeasurmentData .
Module 1 MetaData Bciare + 1 properties
high resolution = d+6 - beam.
MeasurmentData Theta | 6 information
CRC Bscop
d+6

g '."'\

(1) Seechapter5.1&5.3

_//

Caw
Compact & MSGPACK, Schwender, Kunkler, Waldkirch Page is valid for: . < 16 >
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Sensor Intelligence

Searching for the distance information
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https://support.sick.com/sick-knowledgebase/article/?code=KA-08425

Wireshark
Whats that?

« Powerful package analysis tool

« Analysis of ethernet, bluetooth, usb, wifi traffic
« Graphical representation of data

«  Well known

« SICK provides a COMPACT plug-in for easy
understanding/error search

Compact & MSGPACK, Schwender, Kunkler, Waldkirch

SICK

Sensor Intelligence.

M multiScan136_Compact_Training_David.pcapng - a X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am oM RABRes=F EEQaaQaQH
] l»’«ppl‘. a display filter ... <Ctrl-/> (= R
No. Time Source Destination Protocol Lengtl Info {
E 401 0.054347 192.168.0.1 192.168.0.100 TCcp 1514 80 -+ 57557 [ACK] Seq=436541 Ack=1 Win=501 Len= |
i 402 0.054421 192.168.0.100 192.168.0.1 TCcP 54 57557 » 80 [ACK] Seq=1 Ack=438001 Win=4106 Len
E 403 0.054977 192.168.0.1 192.168.0.100 TCP 1514 80 » 57557 [ACK] Seq=438001 Ack=1 Win=501 Len=
404 0.054977 192.168.0.1 192.168.0.100 TCP 1514 80 -+ 57557 [ACK] Seq=439461 Ack=1 Win=5@1 Len=
E 405 0.054977 192.168.0.1 192.168.0.100 TCP 1514 80 » 57557 [ACK] Seq=440921 Ack=1 Win=501 Len=
406 ©.054977 192.168.0.1 192.168.0.100 TCP 1514 80 » 57557 [ACK] Seq=442381 Ack=1 Win=501 Len=
: 407 0.054977 192.168.0.1 192.168.0.100 TCP 1514 80 -+ 57557 [ACK] Seq=443841 Ack=1 Win=501 Len=
i 408 0.055605 192.168.0.1 192.168.0.100 TCP 1514 80 » 57557 [ACK] Seq=445301 Ack=1 Win=501 Len=
409 0.055605 192.168.0.1 192.168.0.100 TCP 1514 80 » 57557 [ACK] Seq=446761 Ack=1 Win=501 Len=
! 410 0.055605 192.168.0.1 192.168.0.100 TCP 1514 80 - 57557 [ACK] Seq=448221 Ack=1 Win=501 Len=
411 0.055605 192.168.0.1 192.168.0.100 TCcP 239 80 » 57557 [PSH, ACK] Seq=449681 Ack=1 Win=501
412 0.055605 192.168.0.1 192.168.0.100 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=0, I
413 0.055605 192.168.0.1 192.168.0.100 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=148@
' 414 0.055783 192.168.0.100 192.168.0.1 TCcP 54 57557 » 8@ [ACK] Seq=1 Ack=449681 Win=4106 Len
415 0.056238 192.168.0.1 192.168.0.100 IPva 1514 Fragmented IP protocol (proto=UDP 17, off=296@
416 ©.056238 192.168.0.1 192.168.0.100 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=4448
417 ©.056238 192.168.0.1 192.168.0.100 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=592@
418 0.056238 192.168.0.1 192.168.0.100 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=740@ '
< >
> Measurement Data Module @ (Beams set 8) A 3e 1b 14 @7 3e 1a 02 38 3d 66 af 25 bd y-a>---> --8=f-% '
> Measurement Data Module @ (Beams set 9) be a@ 9c af bd 10 Sa 8e be 90 @7 ad be a - - oZisioeee
> Measurement Data Module @ (Beams set 10) 3e 70 54 a9 be 38 44 88 be 60 41 b@ bd "=>>pT- - 8D “Ree
> Measurement Data Module © (Beams set 11) 3e e@ 96 69 3e e@ 3b 2c 3e 20 1le 31 3f X>->--i> -;,> -13
> Measurement Data Module @ (Beams set 12) 3e 90 c2 75 3e 28 15 d7 3e @0 @0 80 3f 3> eu> (*>ce-?
90 01 @3 @3 20 3407 ffao GO @O @R @@ > - - - 4
> Measurement Data Module @ (Beams set 13) 90 00 41 3e 45 ©7 ff a0 00 @0 00 00 00 - - - - - AR o5 eviaraie
> Measurement Data Module @ (Beams set 14) 90 56 3a 3f 97 7f a4 00 00 20 90 20 00 coVede eenen
> Measurement Data Module @ (Beams set 15) le 39 c8 @6 7f ac 20 00 20 00 20 00 00 ©e9ree saveveas
> Measurement Data Module © (Beams set 16) 43 e7 06 ff 8e ©0 00 @0 00 @0 00 @0 @@ - C--- oo
> Measurement Data Module @ (Beams set 17) e5 06 ff al @0 ©0 00 00 00 00 00 00 00 (9~ - :
> Measurement Data Module © (Beams set 18) gg :; ;Z z :g z : : : z z :g ;: )2 :
> Measurement Data Module @ (Beams set 19) a6 00 00 00 00 00 00 00 00 00 bl 3a 2d 4. - s
> Measurement Data Module @ (Beams set 20) 00 00 00 00 00 ©0 00 00 00 79 39 c8 86 - - -- Cy9-
> Measurement Data Module @ (Beams set 21) 00 00 00 00 00 00 00 00 24 44 da 06 7f .- - - ..$D- -
> Measurement Data Module @ (Beams set 22) 00 00 00 00 @@ ©0 00 9e 39 db @6 7f a1l - - TR
> Measurement Data Module @ (Beams set 23) 00 00 00 00 00 ©0 ef 3a bb 06 7f a6 g - - - -
> Measurement Data Module @ (Beams set 24) o1e0 [ 0o 00 00 00 00 00 00 9a 3e 31 07 7f a0 00 00 - oo )
3 Masciramant Nata Madila O (Rasme cot BN Y
< > Frame (882 bytes) Reassembled IPv4 (14168 bytes)
@ 7 Size of Module 0...ModuleD). 4 bvtes || Packets: 14622 - Disolaved: 14622 (100.0%) || Profile: Default
< 20 >




Wireshark Compact dissector TRESHARK SICK

Sensor Intelligence.
]
]

Frame 25: 882 bytes on wire (7056 bits), 882 bytes captured (7056 bits) on interface \Device\NPF_| 37 58 93 2a ©2 ©2 ©2 ©2 01 00 0 @0 H B B
Ethernet II, Src: Sick_59:89:90 (00:06:77:59:89:90), Dst: Dell_84:c3:be (74:78:27:84:c3:be) 00 00 20 00 9b 80 83 51 @0 00 €0 00 Spllt the paCkage Into the Slngle
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.100 3¢:6d 99100\ 02 00100100.00.09 09 00 information
User Datagram Protocol, Src Port: 51551, Dst Port: 2115 00 00 00 60 92 6e Gf 01 07 00 00 00
03 00 00 00 53 62 83 51 00 00 €0 00
Compact Protocol @0 00 20 00 53 62 83 51 00 00 00 00
v Header 00 00 00 00 53 62 83 51 00 00 00 00
Start Of Frame\t\t: ©x02020202 90 20 20 90 53 62 83 51 00 00 20 00
Command Id\t\t\t: 1 - M07 72 83 51 00 00 00 00
Telegram Counter\t\t: 1439 ©0 00 00 90 @7 72 83 51 @0 00 00 00
Time Stamp Transmit\t\t: Jan 1, 197@ @@:22:47.572635000 UTC 7 00 00 00 60 07 72 83 51 00 00 00 00
Telegram Version\t\t: 4 @7 @0 00 00 20 2c dd cb 3e ec f3 9d 3e
Size of Module O\t\t: 3390 Bytes 79 1b 14 @7 3e 1a @2 38 3d 66 af 25 bd
e2 77 87 @b c@ d4 d5 17 c@ 84 ab 1b c@
? Module @ 72 20 35 1b c@ 18 13 17 c@ 9c 8c @b c@
? Module 1 ge 48 e2 ee bf a7 8d f6 bf 13 86 b3 bf
> Module 2 e@ dl Sc ed bf d9 4f dé6 bf @@ @0 80 3f
> Module 3 3e 01 03 03 @0 b2 @0 7f 9f 00 00 €0 0o
> CRC 2o o0 ee 97 13 f9 00 ff ab 20 00 00 @0 00
00 00 00 00 ac of 46 01 7f a4 00 €0 00 00 00 00
00 00 00 73 @e of @1 ff 71 @0 00 00 00 00 00 00
©0 00 le 19 00 00 00 00 00 00 00 00 00 00 00 00
00 99 e 85 @7 7f 9f 60 00 00 00 00 00 00 00 00
ea of 95 @4 7f 9e @0 00 00 00 00 00 00 00 00 95
13 b4 00 7f 20 00 00 00 ©0 00 00 00 00 00 f2 13
fa @0 7f ac 00 00 00 00 00 @0 00 00 00 07 10 48
@1 7f a2 00 00 00 00 00 00 00 00 00 ce Qe f8 00
7f a4 00 @0 00 00 00 0 00 @0 80 79 19 bS 01 ff
53 00 00 00 00 00 00 00 00 00 f4 @e ba 06 7f 94
©0 00 00 00 00 00 00 00 00 45 10 b7 @4 ff 9b @0
©0 00 00 00 00 00 00 00 fo 13 bl ee 7f 9f 00 00
00 00 00 00 00 00 00 4d 14 f1 @0 7f a9 @0 00 00
©0 00 00 00 00 00 62 10 4b 01 ff a0 00 00 00 00
00 00 00 00 00 29 of ea 00 7f a4 00 00 00 00 00
©0 00 00 00 d4 19 ad @01 7f 22 00 00 00 00 00 00
00 00 00 4f of 41 07 7f a0 00 00 00 00 00 00 00
00 00 a@ 10 e3 04 7f a3 ©0 00 00 @0 00 80 @0 - - <o
an Ak 14 ha oo ¥ of oo nn on oo ONn o0 o0 o6 o0 v

Jump into wireshark

Compact & MSGPACK, Schwender, Kunkler, Waldkirch




Sensor setup SICK

Sensor Intelligence.

1. Connect sensor to pc.
Open a browser and the IP address of the device. WIS HTIC da R e

Set up your device to output Compact format via UDP.

Format sompact "7

A W

Change Destination IP address to the IP address of your pc.

Destination port

Destination IP address

Streaming start/stop ()

5. Make sure the ethernet settings of your PC are correct (network needs to be "private")

Network profile

or with command line tool: 'get-NetConnectionProfile'

O Public

?hange ethernet . connec’Flon Your PC is hidden from other devices on the network and can’t be used
Set-NetConnectionProfile -InterfaceIndex 18 - for printer and file sharing

NetworkCategory Private'
® ) Private

For a network you trust, such as at home or work. Your PC is
discoverable and can be used for printer and file sharing if you set it up.

Compact & MSGPACK, Schwender, Kunkler, Waldkirch P2 >




Some hints

Installing wirshark plug in

M The Wireshark Network Analyzer

Edit View Go Capture Analyze Statistics Telephony

dm @ MRE ] &= WA=(= Contents F1
ll;p;:, a display filter ... <Ctrl-/> Manual pages » (=] .] T
M Website
Welcome to Wireshark (%
M Ask(Qan)
Open Downloads
U:\Trainingdays\Online Training2024\Compact MSPack\multiScan13¢ 4  Wiki 19 MB)
C:\Users\kunkida\Downloads\multiScan 136_Compact_Training_Davi Sample Captures
C:\Users\kunkida\Downloads\tim561_traffic (4).pcap (1581 Bytes) Release Notes
C:\Users\kunkida\Downloads\tim561_traffic (3).pcap (1581 Bytes) Check for Updates...
C:\Users\kunkida\Downloads\tim561_traffic (2).pcap (1581 Bytes) .
About Wireshark »

7 Rasdutalasd arcantura

C:\Users\kunklda\Downloads\tim561_traffic (1).pcap (1581 Bytes)
C:\Users\kunklda\Downloads\tim561_traffic.pcap (1581 Bytes)
C:\Users\kunkida\Downloads\LIDinp
C:\Users\kunkida\Downloads\ + TCP-capture-(20220620).pcapng (not found)

C:\Users\k ds\LID

>_Request.pcapng (not found)

kida\Downl D »_discrepancies.pcapng (not found)

Capture

...using this filter: [n l Enter a capture filter '] All interfaces shown ¥

WLAN - A A ~

ic capture - A A A
i |, LAN-Verbindung® 10

LAN-Verbindung™ 9
LAN-Verbindung* &
Bluetooth-Netzwerkverbindung
LAN-Verbindung* 2

LAN-Verbinduna* 1 v

Learn
User's Guide - Wiki - Questions and Answers - Mailing Lists - SharkFest . Wireshark Discord . Donate
You are running Wireshark 4.2.5 (v4.2.5-0-g4aa814ac25a1). You receive automatic updates.

| Ma Dartase

| Drnfiles Nafaiis

Compact & MSGPACK, Schwender, Kunkler, Waldkirch

SICK

Sensor Intelligence.

M About Wireshark

Wireshark ~ Authors  Folders  Plugins  Keyboard Shortcuts ~ Acknowledgments  License
|F|Iter by path

Mame Location Typical Files

"File" dialogs U:/Trainingdays/Online Training2024/Cormpact M5SPack capture files

Global Extcap path CA\Program Files\Wiresharkhextcap external capture (extcap) plugins

Global Lua Plugins CAProgram Files\Wiresharktplugins Lua scripts

Global Plugins C\Program Files\Wireshark!plugins\d.2 binary plugins

Global configuration  C:\Program Files\Wirechark dfilters, preferences, manuf, ...
MIB/PIE path SMI MIB/PIB search path

MaxMind DB path CAProgramData' GeolP
MaxMind DB path CAGeolP

Personal Extcap path  C\Users\kunklda\AppDatatRoaming\Wireshark\extcap external capture {extcap) plugins
[m CAUsers\kunklda\AppData'Roaming\Wireshark\plugins Lua scripts

Personal Plugins ChUsers\kunklda\AppDataiRoaming'\Wireshark\plugins'd.2 binary plugins

Personal configuration C:\Users\kunklda\AppData'Reaming!\Wireshark dfilters, preferences, ethers, ...

MaxMind DB database search path
MaxMind DB database search path

Program C\Program Files\Wireshark program files
Systern CAProgram Files\Wireshark ethers, ipxnets
Temp ChUsers\kunklda\AppDatatLocal\Temp untitled capture files

23




Enable plugin

» Todisable the plugin use Analyze --= Enable Protocols --= uncheck

Enable/disable in GUI:

Analize—Enabled Protocols...

Anslyze Stabatics  Telephony  Wireless Tt

Desplay Filters...
Desplay Filter Macros...
Decplay Filter Exprescion...
Apply as Column
Apply as Filer

Prepare as Fiter
Comversation Filter

Decode As...
Reload Lua Pluging

scw
Fallow

Shiows Packet Bytes .
Expert Informahon

Cerls Shift= U
Crbe Shift= L
L]

Cirl+ Shift= 0

Compact & MSGPACK, Schwender, Kunkler, Waldkirch

M Wireshark - Enabled Protocols

Search: |cnlmact
Protocol N Description
COMPACT Compact Data Procol SICK AG

4] Compact Routing

IPvé Routing Types - Compact Routing

SICK

Sensor Intelligence.



SICK

Hands on 3,-

TASK 1

» Installing wireshark https://www.wireshark.org/download.html

> Installing the COMPACT wirshark plug-in https://support.sick.com/sick-knowledgebase/article/?code=KA-08425

» With device: Open the device connection (just a couple of seconds)
Without device: Open a .pcap file (see attachements)

Compact & MSGPACK, Schwender, Kunkler, Waldkirch Page is valid for: ‘ . G < 25 >

picoScan  multiScan | rsa000


https://www.wireshark.org/download.html
https://support.sick.com/sick-knowledgebase/article/?code=KA-08425

Summary Compact SICK

Sensor Intelligence.
General

+ Packed data with minimum overhead

« Easy to extract data from raw dumps

« Each Compact message Header and a CRC

« Depending on the device, a Segment may have more than one Module

« MetaData contain general information about the angle, time size and echos of the Segment

« MeasurementData contain the measured distance and RSSI value per echo plus properties
and the theta value of the Beam

Compact & MSGPACK, Schwender, Kunkler, Waldkirch Page is valid for: ‘ . ‘ < 26 >
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